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1. Overall Description:
CT4 is currently specifying the stage-2 and stage-3 of the UDICOM Work Item.

As part of this work, CT4 has discussed interaction scenarios between HSS and UDM, and would like to get a confirmation from SA3 about the following cases:

1)	If the subscription credentials of the UE, per operator deployment option, are held in the HSS (or in the 4G-UDR), the UDM would request generation of 5G authentication vectors to the HSS; in this case the HSS is acting as an ARPF too. Does SA3 have any security concern on this scenario?

2)	In the same scenario as above (UE subscription in HSS), the UDM would still be required to perform SUCI de-concealment, in alignment with the current text in TS 33.501 that reads:

"The ARPF holds the home network private key that is used by the SIDF to de-conceal the SUCI and reconstruct the SUPI."

This leads to a scenario in which there is an ARPF in UDM supporting SUCI de-concealment and an ARPF in HSS for generation of authentication vectors in 5GC. Does SA3 see any concern with such scenario?

2. Actions:
To SA WG3 group.
ACTION: 	CT4 kindly asks SA3 group to provide information about the scenarios described above, in terms of any potential misalignment with the security architecture defined by SA3, and also consider updating the description of such scenarios in 3GPP TS 33.501, if needed.

3. Date of Next CT4 Meetings:
3GPP TSG CT4#96	24th – 28th February 2020	Sophia Antipolis, FR
3GPP TSG CT4#97	20th – 24th April 2020	Dubrovnik, HR
